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1
Decision/action requested

It is proposed to note the discussion paper in 1802 and the pCRs in 1803 and 1804. 
Reasons: 1802 discusses options 1 and 2 for modifying EPS AKA* as presently specified in TS 33.501, clause 6.1.3.2. Option 1 in 1803 misses the point of EPS AKA* to provide an optimized alternative to EAP-AKA’ with a reduced number of messages. Options 1 and 2 are vulnerable to an attack described by Huawei in S3-170927. 
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Rationale

At SA3#87, S3-171545 on EPS AKA* from Nokia and Ericsson was approved as input for TS 33.501. The ‘rationale’ section of S3-171545 explains why changes were made from the first version of EPS AKA*. This first version can still be found in S3-171373 and in TR 33.899, solution 2.22. 
S3-171802 from Huawei, submitted to SA3#88, now proposes to change EPS AKA* again for the following reasons: 

· to allow for a RES between 32 and 128 bits, like in EPS, and not fixed to a length of 128 bits, like in current EPS AKA*; 

· to make the newly proposed options 1 and 2 of EPS AKA* indistinguishable from EPS AKA from a UE point of view. The latter has the claimed advantage that options 1 and 2 could be retrofitted to EPS because legacy EPS UEs would see no change, only the MME and HSS would. 

Interestingly, the first version of EPS AKA* in S3-171373 and in TR 33.899, solution 2.22, did have the properties expressed in the two above bullets. Further discussions at SA3#87 led SA3 to conclude that the modified version of EPS AKA* in S3-171545 was preferable. 
The property in the second bullet above, seen as desirable by Huawei in the present S3-171802, was severely criticized by Huawei in S3-170927 because it unavoidably enables an ‘attack’ whereby “the serving network can claim the user is attached to 5G access while in reality the UE is being offered and connected to 4G LTE network.” This attack was described on page 2 of S3-170927 and was extensively discussed during SA3 conf call#20 on 3rd May. The attack is not just made possible through any particular characteristics of the first version of EPS AKA*, but is inherent in the property that the authentication method looks the same in EPS and 5G from a UE point of view, hence the attack also applies to both options 1 and 2 in S3-171802. 

The contribution S3-171545 approved at SA3#87 contains at the end of its ‘rationale’ section the following text: “At the same time, this new variant makes the authentication response RES* 5G-specific, which should also address the concerns raised by Huawei at conf call#20.” This shows that this attack played a role in SA3’s deliberations on approving the modifications in S3-171545.

This alone should suffice to reject options 1 and 2.

Furthermore, option 1 in 1803 misses the point of EPS AKA* to provide an optimized alternative to EAP-AKA’ with a reduced number of messages.
Finally, if there should be a strong desire to provide increased home control also in EPS then, of course, a work item could be started and the two options from S3-171802 could be considered as candidates. As correctly stated in S3-171802, what matters is that a solution would also apply to legacy UEs; MMEs and HSSs would have to be changed anyhow, and they will be different from AMFs and AUSFs anyhow, so it does not matter too much, whether the enhanced protocol for EPS looks the same as in 5G.
